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The recent exposure of the NSA documents has raised a great deal of concerns with regards to
the effective control of companies that cooperate with intelligence agencies. It also exposed
a network of secret government spying partnerships used to go around existing domestic
guarantees and to spy on one’s own citizens through the back door. The dread that both legal
and technological means designed with legitimate purposes such as counter-terrorism and crime
prevention are also employed for total social controlis now out there. In many aspects it looks
like we are experiencing the end of privacy and opting for a ‘surveillance society’ instead. In the
clutter of pressing issues, most of the recent scholarly attention has focused on the assessment
and reform proposals of the existing, but as it turns out inadequate with respect to actual
rights protection, domestic legal frameworks. This has left the obligations of the intruders
under international human rights law unconsidered. Therefore, the present paper aims at evalu-
ating the legality of such surveillance programs under the International Covenant on Civil and
Political Rights and the European Convention on Human Rights.
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I. Introduction
A. The Surveillance Context
Privacy is multifaceted, subjective, and evolving.! It concerns every single human being in his or her most
personal and private matters. It is a fundamental human right that, due to contemporary technological
developments, is almost constantly in the line of fire. Over the last decade, law in Europe and the US has
managed to strengthen the ability of public authorities to obtain communications data at the expense of
privacy.? Thus, the intensification of the debate on the protection of privacy as a human right is not a novel
one and has constantly surfaced in the discussions of politicians, practitioners, academics and activists. Legal
scholarship has focused especially on the justification of privacy intrusions, which are often vested in terms
of public safety and how the protection of public safety demands the narrowing of privacy protections.?
Yet, ever since Edward Snowden’s revelations on the US National Security Agency's (‘NSA’) activities in
the summer of 2013, privacy questions have become an integral part of the international agenda, turning
individuals’ data protection into a serious global issue.* Information on surveillance that has been inten-
tionally kept in the dark is now a matter of heated public debate mostly because the leaked documents

! Zhendong Ma and others, ‘Towards a Multidisciplinary Framework to Include Privacy in the Design of Video Surveillance Systems'’
in Privacy Technologies and Policy, Springer 2014, 103

2 Joel R. Reidenberg, ‘The Data Surveillance State in the United States and Europe’ (2013) Wake Forest Law Review, Forthcoming,
<http://ssrn.com/abstract=2349269> p. 2
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confirmed something the international community has long suspected and feared.> However, it was the
extent of the exposed surveillance program that led to reconsiderations of current policies and technolo-
gies. Citizens now fear that both legal and technological means designed with legitimate purposes, such as
counter-terrorism and crime control, are also increasingly used for total social control.® In many aspects it
looks like we are experiencing the end of privacy and evolving to a ‘surveillance society’ instead. However,
do the ends justify the means?”

The NSA is the world'’s largest surveillance organisation, which has been able to conduct its activities
together with the national intelligence agencies of ‘second parties’ (UK, Australia, Canada and New Zealand)
for more than a decade.! Among the ‘second party’ countries, also commonly referred to as the Five Eyes,
the performance of UK's Government Communications Headquarters (‘GCHQ’), which is Her Majesty’s (HM)
primary agency for the undertaking of Internet surveillance, has been crucial for the expansion of the sur-
veillance framework abroad.

The classified documents leaked to the press demonstrate that the US-UK surveillance ensemble has not
only targeted foreign governments and international institutions like the EU, the International Atomic
Energy Agency (IAEA) and the UN systematically and on regular bases, but also that citizens around the
globe have been monitored extensively for quite some time now.” In the process, no independent institu-
tional control has been exercised over the activities of the respective agencies.

In the clutter of pressing issues that need attention, it is rather surprising that, except for the UN General
Assembly resolution on the right to privacy from the 18" of December 2013, which was followed by a
couple of discussions and proposals,'’ most of the scholarly attention has been focusing on the assessment
and reform proposals of the existing, but as it turns out inadequate with respect to actual rights protection,
domestic legal frameworks. This has left the obligations of the intruders under International Human Rights
Law (‘IHRL') quite under-considered. The latter discovery leads us to the purpose of the present paper — it
aims at offering assistance in closing this gap by providing an extensive evaluation of the legality of such
surveillance programs under the International Covenant on Civil and Political Rights™ (‘ICCPR’) and the
European Convention on Human Rights™ (‘ECHR’), both of which protect extensively the right to privacy
(Art. 17 ICCPR and Art. 8 ECHR). Most countries engaged in and affected by foreign surveillance activities are
parties to the ICCPR, which renders the analysis of its provisions crucial. The ECHR, a regional framework,
deserves attention because it imposes binding human rights obligations on the British government in cat-
egorical terms. Owing to the active role of the European Court of Human Rights (ECtHR), the framework of
the ECHR is one of the most developed in terms of human rights protection. Thus it is often referenced and
serves as an example in the proceedings before other human rights bodies. Further, the ECHR is of impor-
tance because some of the affected states in Europe (for example, Germany) are bound by its regulations too.

The specific example of the NSA/GCHQ activities affords us an opportunity to conceptualize the present
paper as a case study. It includes in the first place a theoretical analysis and discussion of selected approaches
to the territorial applicability of the two major human rights treaties in order to illustrate the useful concepts
that allow for an adequate application of human rights norms to surveillance conducted by a state outside
its borders. The investigation continues with the evaluation of the privacy interests at stake. Here, the case
study follows notionally the examination steps as established by the Human Rights Committee (‘HRC') and
the European Court of Human Rights." In the assessment of the specific legal requirements of Art. 8 ECHR
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and Art. 17 ICCPR, a crucial part of the present contribution is devoted to the related jurisprudence of the
ECtHR and the HRC. This approach has as an objective to outline the already existing data and privacy ‘pro-
tection culture’ on each side of the Atlantic.” This is necessary in order to establish the applicable stand-
ards for the evaluation of new surveillance technologies and their impact on individual privacy interests.
The deduced guidelines shall be then considered in the specific example of the NSA/GCHQ surveillance
activities. In the comprehensively addressed cases,'® special attention shall be given to the ECtHR's judge-
ments, which have already dealt with and evaluated the use of new information exchange methods when
personal data is of interest to others. The cases of e.g. Klass and others v Germany, Malone v United Kingdom
and Weber and Saravia v Germany provide valuable insight into the ECtHR's reasoning and proceedings
when addressing national laws, directives and practices that have allowed surveillance measures in the first
place.

This article will address a certain interrelation between the positions of the ECtHR and the HRC. This
interesting fact is at once the evidence of the ever increasingly-linked human rights frameworks around the
globe. Thanks to the progressive work of the human rights bodies instructed with the tasks of guarding and
interpreting the respective treaties, we are able to witness how the notion of universality blossoms out to
formal, legal universality too.

Borrowing Milanovic's idea' for the purpose of convenience, I shall use the term ‘foreign surveillance’ as
a generic description of a wide range of activities. That is to say, where an activity referred to is not precisely
specified, foreign surveillance would encompass data collection and storage practices, processing and trans-
fer of the gathered data to a third party, but also interception of electronic or other kinds of communications.

The present work is divided in three parts. After this introduction, part one continues by illustrating in
more detail the problematic surveillance practices of the NSA and the GCHQ. Part two analyses the legal-
ity of the NSA/GCHQ activities conducted abroad, looking first into the applicability of the ECHR and the
ICCPR outside of national borders. For this purpose this article = considers the developments in the human
rights bodies’ jurisprudence before and after the case of Bankovic.' This article then applies Art. 8 ECHR and
Art. 17 ICCPR to the surveillance programs in question, taking into consideration the existing case-law on
privacy interferences developed by the HRC and the ECtHR in the surveillance cases they have so far dealt
with. Part three draws the attention of the reader to the most pressing protection concerns and provides
suggestions for strengthening the existing privacy safeguards. It is then followed by the conclusion of the
present investigation.

B. Foreign Surveillance Activities under Scrutiny

The following section illustrates briefly the major press revelations that provide us with the relevant infor-
mation on foreign surveillance' methods and activities that later shall be placed under the magnifying glass.
However, before turning to more details, it should be also noted that all the information is based on recent
disclosures. While with regard to the NSA activities this is rather unproblematic, for the media reports were
usually accompanied by authentic leaked documents and Snowden revealed himself as the source of the
leaks soon, most of the information on the GCHQ has been provided by anonymous sources. Up until now
there was almost no other information regarding the GCHQ's practices, which makes it difficult to assess the
credibility of the claims. Further, the concerned transaction types are not only expansive, but leave no trace
in the communication systems, which makes them more difficult to detect and put on record. However, the
Guardian reports on the subject appear to be credible. Some of the information in the published leaks has
been confirmed by government officials, and by earlier disclosers (including assertions by the former senior
NSA official William Binney).?° As to the technical equipment for such surveillance operations, there is no
doubt that the necessary technology is available on the market. Thus, the issue of the statements' reliability
regarding the British agency will not be further broached. In the following, some of the core surveillance
programs will be introduced.
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As indicated above under I. A on p. 4, foreign surveillance is used as a generic term for describing all surveillance activities that
cross national borders and thus concern the privacy rights of foreign citizens
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Some NSA program tools e.g. ‘Boundless Informant’ record specific transactional data such as the time
and date of a call, as well as its location. This type of information, also commonly referred to as metadata,?
although not including the content of the messages and the personal information of the subscribers, allows
for quantification and later tracking of the user based solely on an IP-address or a phone number.?> Metadata
is extremely useful when an intelligence agency wishes to reproduce the contact framework of a target.
Alone in Germany as one of the revealed state targets, the US intelligence service each month saves data
from around half a billion communications.”® A further revelation was the US use of the ‘Fairview’ pro-
gram which exposed foreign telecoms’ partnerships with US telecoms that enable the NSA to gain access to
Internet and telephone data of non-US citizens.

Yet another exposed program called ‘PRISM’ provides the NSA with direct access to the systems of
Microsoft, Google, Facebook, Apple and many other US technology companies. The program is of a special
value to the NSA intelligence activities, because it grants direct access to the servers of the private compa-
nies?* and enables the collecting of data including search history, email content, the transfer of files and
live chats.? It would appear that the Agency stores the captured data for about two years.?® In addition, one
can only fully imagine the magnitude of the NSA operations by bearing in mind that most of the internet
administrators are located on US soil, which means that the agency is tapping directly into the world's
internet backbone.?”

Further, with regard to the UK activities, the report of 21 June 2013 published in the Guardian® disclosed
the ‘Tempora’ program, which involves the placement of data interceptors by the GCHQ on fibre-optic
cables conveying Internet data within and out of the UK. The cables located in the UK include transat-
lantic connections between the US and Europe. Much of the rest of Europe’s external Internet traffic is
routed through the UK, as this is the landing point for the majority of transatlantic fibre-optic cables. As
a consequence, a large quantity of communications relating to the rest of the world is being intercepted.
According to the newspaper report, the quantity of data was ‘equivalent to sending all the information in
all the books in the British Library 192 times every 24 hours’.*® Tempora has most likely given GCHQ the
largest Internet access out of the ‘Five Eyes’ group of countries. The data flows from the cable probe along
fibre-optic cables to the GCHQ's monitoring stations. There, the information is reportedly stored using
GCHQ’s Internet buffers. The thus-obtained massive amounts of Internet data are stored for up to 72 hours
(for actual content) and thirty days (for metadata content). Afterwards, the data is searched for signals
using keywords, which are identified together by the NSA and the GCHQ and amount to some 40,000
‘selector’ pointers. After the signals have been identified, the operatives take a closer look and examine the
respective communications.

Both the NSA and the GCHQ benefit from the activities of the other. A great deal of the PRISM data is
transferred to the GCHQ servers. Likewise, Tempora makes a ‘unique contribution [..] to the NSA in provid-
ing insights into some of their highest priority targets’ by giving the NSA 36% of all the raw information
from intercepted computers.*

While contemplating this information, a rather inevitable question emerges: how exactly are these activi-
ties compatible with the HR obligations of the states conducting foreign surveillance? An answer is provided
in the next section.
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Il. Legality of the Foreign Surveillance under the ICCPR and the ECHR

This part of the contribution seeks to determine the legality of the foreign surveillance activities as employed
by the intelligence agencies NSA and GCHQ. Before turning to the actual legal assessment, one needs to
establish the limits of the applicable legal framework. As it would be illustrated in the following sub-sections,
extraterritorial applicability of the human rights instruments in question is disputed, but not out-of-place
in the surveillance context. A further difficulty is also introduced by the fact that the applicable test of how
extraterritorial human rights obligations are triggered has been coupled with the notion of physical control
over populations and territories. This is a rather unsuitable test for the NSA/GCHQ surveillance activities,
which are conducted in cyberspace. Accordingly, the question of how this jurisdictional test could take place
with regard to privacy intrusions in the cyber domain shall be discussed under A.2.c).

A. Applicability of the ECHR and the ICCPR to Foreign Surveillance Activities
As indicated above, in the foreign surveillance context — undoubtedly an activity crossing national borders —
the provisions of the selected human rights instruments are coupled with the preliminary question of their
extraterritorial application. Therefore, the following section shall examine the possibilities of applying the
ICCPR and the ECHR where State parties deploy their monitoring activities outside of their national borders.
The research in the present section focuses in the first place on Art. 2 (1) ICCPR and Art. 1 ECHR. Both pro-
visions refer to the ‘jurisdiction”' of the respective States parties, although Art. 2 (1) ICCPR seems to couple
the jurisdiction requirement with a further one of territorial nature by stipulating that Covenant's rights are
to be guaranteed ‘to all individuals within its territory and subject to its jurisdiction’.*? This particular word-
ing of Art. 2 (1) ICCPR is however highly relevant, for it might be understood as a categorical denial of any
kind of extraterritorial application of the Covenant. Therefore, before illustrating in detail how the different
human rights bodies have dealt with the notion of jurisdiction so far, a careful analysis of the territorial
reference and its meaning for the scope of application of the ICCPR must be rendered. In order to achieve
a plausible result this investigation shall, among others, resort to the rules of treaty interpretation of the
Vienna Convention on the Law of Treaties (‘VCLT') as well. The latter is an authoritative legal instrument that
has codified the existing rules and techniques of treaty interpretation, put forward to aid judicial bodies*® in
resolving their doubts with regards to the exact meaning of the provision dealt with.

1. The Territorial Reference in Art. 2 (1) ICCPR

The ICCPR defines its territorial scope in Art. 2 (1) and obliges every State Party to ensure the rights recog-
nized in the Covenant to all individuals within its territory and subject to its jurisdiction. This somewhat
awkwardly formulated'** provision has been widely understood to mean that Covenant rights are to be
guaranteed to all individuals within a state’s territory and to all individuals subject to its jurisdiction.® The
US is one of the few states that read this provision in a different manner.

a. The US Position

In the opinion of the US, persons who are not both within the respective territory and subject to the state's
jurisdiction do not benefit from the treaty's protection.*® In an attempt to substantiate its position and to
present it as a long-established understanding and practice of the Covenant's applicability, the US argues
using the travaux préparatoires and refers to its earlier statements before the HRC.*” The US further relies
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on the ordinary meaning of the two conditions in Art. 2 (1) ICCPR connected by the conjunctive ‘and'. This
position, however, has been contested from the very moment of its articulation® and raises substantial
problems. These shall be explored in the following sub-sections.

b. Rules of Treaty Interpretation in the VCLT

The Vienna Convention rules on treaty interpretation are considered declarations of pre-existing customary
international law.* Arts. 31 to 33 VCLT covers the interpretation doctrines in international law. The first
approach centers on the actual text of the provision in question, emphasizing the analysis of the words
used.® The second approach considers the intention of the parties adopting the agreement, while the third
approach looks at the object and purpose of the treaty as the most important tool in resolving ambiguities.*!
Thus, Art. 31 (1) VCLT requires in the first place a reading of the Covenant in good faith and consistent with
the ordinary meaning of the terms used.*?

Following this rule of interpretation, the US position seems to be the most natural one, considering the
literal meaning of the ‘and’ as a conjunction between ‘within its territory’ and ‘subject to its jurisdiction’.

However, what appears superficially to be the right answer leads to unsustainable results when consid-
ering some of the further norms in the ICCPR. The provision regarding the right to return to one’s state*
and the right not to be tried in absentia** presume exactly that individuals can be outside the territory of
their state when exercising the rights in question. As Margulies* rightfully points out, these provisions
would become a nullity if they would not protect persons at least temporarily outside a state’s territory.
Additionally, it would exclude from its reach individuals who are outside the state’s jurisdiction but within
its territory, such as foreign diplomats or members of foreign armed forces stationed on the territory pursu-
ant to international agreements between the receiving and the sending state.*® Thus, it makes more sense
that Art. 2 (1) has to be read interpreted within the context of all of the substantive rights in Art. 6-27
ICCPR.*” Otherwise, one would reach an interpretation that is inconsistent with the object and purpose
of the treaty in the sense of Art. 31 (1) VCLT or to a result which, as Art. 32 (b) VCLT puts it, is manifestly
absurd or unreasonable. It seems more logical to deem that Art. 2 (1) permits and requires a different con-
struction.*® This conclusion allows turning to the preparatory work and drafting history of the Covenant as
a further means of interpretation, Art. 32 VCLT.

While the provision might have been drafted in a different manner that would have avoided the ambi-
guity, interestingly, the travaux préparatoires indicate that attempts to delete ‘within its territory’ and to
replace ‘or’ for ‘and’ failed for different reasons.* One finds in the official records of the drafting process
statements of the chief US delegate® that clearly show that including a reference to ‘territory’ in Art. 2 (1)
ICCPR aimed at avoiding obligations to ensure’ the rights of individuals in the territories occupied by the
Allies after the Second World War. The obligation to respect, on the other hand, was not considered problem-
atic. The US eschewed the responsibility to guarantee rights within the states with only recently recovered
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democratic institutions.”! Potential inconsistencies with the international law of occupation had to be con-
sidered as well.*?

The facts illustrated above show a very different position by the US Government and a diverse meaning of
the terms. Thus, the reading of the US cannot be considered a long-established practice.

In addition it should be also noted that the International Court of Justice has endorsed the extraterritorial
applicability of human rights obligations in its ‘Wall’ Advisory Opinion.>

c. Why the Narrow View is not Persuasive in the Surveillance Context

Although the stance of the US was reviewed and conceived as inconsistent with effective international law
in general, in order to strengthen this finding it is important to see how the US position would perform in
the surveillance context.

As the HRC has stressed in its General Comment (‘GC’) on the nature of legal obligations imposed by the
Covenant,> every State party has a legal interest in the performance by every other State party of its obliga-
tions. Bearing this in mind, the US reading of the territorial scope of the ICCPR brings a couple of interesting
consequences along.

The first one is that it allows states to perform illegal or arbitrary surveillance on anyone outside of their
own territory or outside of their jurisdiction.®® This automatically means that the Covenant secures the
privacy of i.e. Americans only against arbitrary and illegal interferences by their own state, but would leave
them unprotected against intrusions by every other state agency in the world.** However, this result most
certainly conflicts with the very nature of human rights, to which every human being is entitled by the sim-
ple fact of being human and a bearer of human dignity.” Human Rights cannot be assimilated to social com-
pacts, nor depend for their applicability on ‘morally arbitrary criteria’ such as the mere accident of birth.>® In
the words of Ronald Dworkin, ‘[tJhe domain of human rights has no place for passports’.>®

The second consequence to consider is that with this reading, the task of each state to protect its own sub-
jects from the spying activities conducted by all other states would be impossible to accomplish. This is true
to the extent that privacy intrusions would become something ordinary, potentially defeating the object
and purpose of the treaty with regards to the right to privacy. Such an understanding of Art. 2 (1) ICCPR
would not only offer very little protection with regards to privacy, but most the protection offered for most
of the other ICCPR rights would be undermined. And here is where the line must be drawn — where even a
small part of the Covenant's guarantees cannot be fulfilled in any reasonable way as a result of a particular
understanding of the treaty, then this understanding is most certainly inadequate.®

The illustrated points make it clear that the advocated understanding of the Covenant'’s territorial scope
by the US is unsustainable under international law. The reference to a state’s territory in Art. 2 (1) ICCPR is
not to be read as excluding extraterritorial application per se.

Now that this has been established, the rather similar jurisdictional clauses of the two provisions can be
further examined.

2. State Jurisdiction under Art. 1 ECHR and Art. 2 (1) ICCPR

The next challenge is to establish what exactly being under a state’s jurisdiction means and entails. In order
to elaborate the concept, which would be applicable to foreign surveillance activities, the following section
outlines the major findings of the HRC and the ECtHR on extraterritoriality. Both bodies have had the oppor-
tunity to decide on whether the human rights treaties in question apply outside of a State’s party territory.
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a. First Extraterritorial Steps

For the simple reason that ‘jurisdiction’ has emerged as the basis of sovereignty and state’s sovereign pow-
ers, the original notion of jurisdiction is necessarily linked with the idea of territorial powers.*! That is why
jurisdiction is closely related to the national territory.®> However in the interventionist age® we live, with
the growth of operations conducted abroad and the ever-increasing number of individuals brought under
some form of foreign de facto control, the question of human rights treaties’ applicability although vague in
terms of the exact guarantees’ scope is quite significant. Taking this in account, the ECtHR has only accepted
in exceptional cases that acts carried out by the Member States outside their territories can be an exercise of
jurisdiction in the sense of Art. 1 ECHR.®

The territorial scope of the ECHR has been a point of contention for quite some time. Although Art. 1
ECHR has received some fair attention in the Court's case law; the ECtHR's position is far from uniform. It
had a promising start with the Loizidou case,*® where the Court accepted that the treaty has a certain degree
of extraterritorial effect, coupling the Convention’s application with the requirement of effective control
employed by a State Party in a certain area. What mattered was the question of effective control, regardless
of whether it was based on an unlawful act, i.e. violation of the territorial state's sovereignty.®® In the later
judgement of Cyprus v Turkey, the justices of the Grand Chamber reaffirmed their position, adding to the
previous argumentation the need to reject the otherwise resulting ‘regrettable vacuum in the system of
human-rights protection’.®’

In a similar cautious manner, the early HRC only ruled in favour of extraterritorial application in ‘excep-
tional circumstances’, such as when states acted against their own citizens living abroad.®® However, it must
be also acknowledged that in comparison to the ECtHR, the Committee’s degree of practice in the matter
of extraterritoriality is more limited by the simple fact that it receives fewer complaints than its European
counterpart. As will be illustrated below, the consequence is that the Committee often turns to the judge-
ments delivered by the ECtHR for interpretation help.

In the so called Passport cases,* the HRC found that States parties are responsible for infringements of
the Covenant committed by their foreign diplomatic representatives. Further, considering the cases of indi-
viduals kidnapped by Uruguayan agents in neighbouring countries, the Committee held that States parties
are liable for the actions of their agents on foreign territory.”® The HRC thus accepted the extraterritorial
application of the ICCPR in cases where state agents exercised authority and control over individuals, rather
than over areas. This same approach used by the ECtHR in one of its early Cyprus cases,”* where it had found
that States parties are ‘bound to secure the rights and freedoms to all persons under their actual authority’.
In other words, what mattered was the relationship between the individual and the state and not where the
alleged violation occurred.”?

b. Jurisdictional Approaches after Bankovic

What looked like an auspicious (although not entirely uniform) beginning that kept pace with recent devel-
opments in the international community, took a step back with the Bankovic admissibility decision.” In this
case, the ECtHR found that the victims of an air strike on a TV station in Belgrade had never been ‘within

6
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the jurisdiction’ of the NATO Member States. The Court observed that only effective control — an exercise
of all or some public power — over a territory and its inhabitants due to a military occupation or an explicit
agreement could bring the situation within the jurisdiction of the ‘occupying’ state. The mere repercussions
of States parties’ actions, i.e. dropping bombs over Belgrade, would not trigger control over the territory or
individuals in question.” This approach, clearly leaning towards the pronouncement of the Convention’s
extraterritorial application as an exception, has casted quite some doubt on the Court's reasoning, which
has been a point of critique and discussion ever since.

The decision in the Issa case’ led to further confusion with its observation that ‘Art. 1 of the Convention
cannot be interpreted so as to allow a State party to perpetrate violations of the Convention on the territory
of another State, which it could not perpetrate on its own territory’. The Court stipulated that even short-
term military operations in a territory brought the individuals there under the jurisdiction of the acting
state. In the Ilascu case,’ the Court affirmed the triggering effect of military control in an area, but this time
it reduced the requirement to ‘overall control'.

This so-called ‘more generous approach’”” was later followed in the Al-Skeini’® judgement as well, where
the Court explained that the test of jurisdiction could be met either through control over an individual or
over a certain area. In addition, a state can exercise effective control either directly, through its own armed
forces, or by means of a ‘subordinate local administration’.” Thus, it would seem that the ECtHR was mov-
ing away from the view that jurisdiction is an all-or-nothing matter,®® trying to correct to some extent the
Bankovic findings by reducing the degree of control required over a territory. A further development in
the Court’s approach was brought by the case of Ocalan v Turkey,®' a case involving the handing-over of a
suspect of terrorist-related crimes to Turkish officials in Kenya. The ECtHR noted that the suspect was ‘effec-
tively under Turkish authority and therefore within the jurisdiction of Turkey' after the handing-over was
completed.®? Simplifying this statement means that the State party in question does not need to exercise all
public powers, for even some exercise of public powers is sufficient to trigger jurisdiction, although not in
an exclusive manner with regard to all other states and their rights.

In the meantime, the HRC, which from its very inception has sought a way to provide a reading of Art. 2 (1)
ICCPR that renders appropriate legal protection and had therefore followed the disjunctive interpretation,
extended the application of the Covenant to actions of state authorities in occupied territories as well.8*
For example, as the Committee has stated in its recent comments on Israel, the latter bears responsibility
for implementation of the ICCPR within Israel, as well as the Occupied Palestinian Territories in the West
Bank and Gaza®* where Israel exercised effective jurisdiction and effective control. The HRC's line of argu-
ments appears to follow Bankovic, that is, it is based on an ‘effective control’ approach.®* The Committee
has applied this approach in a number of different contexts where the state acts or takes measures on the
territory of another state and these have an effect on persons within that other state’s territory.® In GC 31
the Committee reaffirmed its position, asserting that a State Party must provide for the Covenant's rights to
anyone within its power or effective control, even if not situated within its respective national borders and
without concern for the circumstances in which such power or effective control was obtained.®” In other
words, in the view of the Committee, states are always bound to both respect and ensure that individuals

7 ibid

> Issa v Turkey App no 31821/96 (ECtHR 16 November 2004) para 71; confirmed in Isaak et al. v Turkey App no 44587/98 (ECtHR
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receive maximum protection of their human rights.®® Through this position the HRC has officially devel-
oped a case law that some scholars have criticized for being purposive® and rather goal-oriented. While this
presumption may or may not be true and could be the topic of an entirely different investigation, it demon-
strates one of the core problems of extraterritoriality — namely that human rights protections are necessarily
extraterritorial. This issue will be addressed in a moment under 2. d).

c. The Test of ‘Subject to its Effective Control’ in the Surveillance Context

As it was illustrated above, the effective control over territory or over individuals test represents the best
synthesis of the ECtHR's current extraterritorial jurisprudence, supported by the HRC as well. However, this
approach was put into place long before one could even consider the issue of foreign surveillance and its
impact on the discussion.

The ‘effective control’ notion is adequate to analyse the actions in real time taken abroad by state agents,”
but in the cyber domain, the physical control over persons or territory is not very useful.’’ The NSA has the
capacity to remotely control and filter much of the communications of a foreign national abroad and, as
indicated in the press, the agency can break different forms of encryptions thanks to so-called ‘back-doors’ it
has engineered in many software systems.®? In addition, the implantation of tiny radio transmitters in most
of the computers produced in the US grants the NSA the capacity to gain control over computers not con-
nected to the Internet.”® Considering also that much of the Internet traffic is routed through the US, makes
the picture complete — physical control does not play a role at all. That is why in order to answer the question
how surveilling a foreign national’s communications renders that person subject to the surveilling state’s
jurisdiction,” the concept needs to be adapted to the cyber context. A narrow standard does not do justice
to the rapidly evolving technology, but an official solution has not been established yet, although one of
the first cases concerning external communications’ interception is already being dealt with in Strasbourg.”

In this regard, Margulies suggests the virtual control test as an approach that at least for now can meet
this challenge.”® Applying this standard has two advantages: first, it works closely with the notion of control
developed and required in the jurisprudence discussed above; second, it considers and bridges the chang-
ing technological circumstances that any practitioner would face when dealing with questions of jurisdic-
tion triggering human rights obligations in surveillance cases. The intelligence agencies under scrutiny are
perfectly capable of controlling lives and private information with the press of a button. Without a proper
assimilation of the effective control test in cyberspace these intrusions would remain unaddressed and
would run counter to substantial human rights principles. Privacy rights should be protected even when
interferences have been initiated in a place different than the affected individuals’ abode. The virtual control
test is thus preferable when assessing the extraterritorial application of privacy interests in cases of foreign
surveillance.

d. Type of State Obligations in the Extraterritorial Application

What has become clear from the above sub-sections is that both the ECtHR and the HRC, certainly not
uninfluenced from each other’s findings and interpretations, apply the treaties in question outside of the
national borders of the States parties. The current stance of both bodies is to answer in affirmative the ques-
tion of jurisdiction where some kind of public power has a controlling effect over an area or an individual
abroad. What needs a point of clarification, however, is what exactly states are obliged to do when their
jurisdiction is triggered.
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In this regard it is important to turn again to the original treaty provisions. While the ICCPR text requires
states to ‘respect and ensure’”’ the rights in the Covenant and, as it was illustrated above, the Committee has
gladly taken up this wording in its demands for effective rights protection, Art. 1 ECHR speaks of ‘securing’
the respective rights and freedoms. However, despite the differences in the wording of these treaty provi-
sions, it has become customary to apply the tripartite typology of respect — protect — fulfil when assessing
state's obligations under a human right treaty.”® One can also categorize the duty to respect as closely cor-
responding to negative obligations,”s and the other two dimensions (protect and fulfil) to positive obliga-
tions.'® Since ‘to secure’ in Art. 1 ECHR and ‘to respect and to ensure’ in Art. 2 (1) ICCPR encompass both
negative and positive obligations, it can be acted on the assumption that both treaties mean the same.

Now, the problem with the extraterritorial application is constituted by the fact that interventions abroad
take place in forms other than extensive and long-term military operations and occupations. In many cases,
there are actions that can and are accomplished in a matter of days or even hours. Under these circum-
stances, the foreign state acting abroad cannot be expected to also positively ensure or protect human
rights, for it does not have the respective powers to adopt any legislative, judicial or administrative or other
appropriate measures in order to fulfil its positive legal obligations. It can only make sure to respect and
not to interfere with the rights of the individuals. A further difficulty arises out of the fact that the bodies
entrusted with the application and interpretation of the provisions have either left the question of the exact
nature of the obligation unaddressed or have opted for an ‘all-or nothing’ approach. In other words, the
approach is everything but conclusive.

Some voices in the literature suggest a completely different solution and advocate a relational or con-
textual assessment in light of the particular right in the respective situation.”™ It seems, however, like a
rather pedestrian method to leave the determination of extraterritoriality and the state obligations it trig-
gers to the interpretation of what constitutes a human right and what constitutes a human right violation.'??
Bearing this in mind, the present contribution follows the positions of Milanovic'®* and Margulies,"® who
make a plausible argument suggesting that the duty to ensure a right should be limited to the cases where
the individual is both within a state’s territory and subject to its jurisdiction. Since states always remain in
full control of their organs and agents,'® they are also perfectly capable of complying with their negative
obligations. The ‘moral logic of universality'!° is thus also brought into balance, while jurisdiction still serves
as a limiting factor for the normally far more tedious positive obligations.

Now that the type of state obligations in the extraterritorial application of human rights has been estab-
lished and the test of ‘effective control’ has been adapted to the cyber context, the discourse can be further
brought to the actual privacy provisions and their details in the ECHR and the ICCPR.

B. Substance of the Right to Privacy

In order to make an authoritative assessment of the human rights situation in the context of foreign surveil-
lance, it is first necessary to establish what exactly the HR to privacy entails and what individual interests
fall under it. The areas presently covered, however, are those most relevant to the NSA surveillance program.
Correspondingly, in the following section the terms of ‘privacy’ and ‘correspondence’ as presented in Art. 17
ICCPR and Art. 8 ECHR will be dealt with.
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1. The ‘Right to Privacy’ in Art. 17 ICCPR and the ‘Right to Private Life’

in Art. 8 ECHR - Two Codifications, One Legal Meaning

It should be noted first that the two provisions differ in their literal composition. Art. 8 ECHR uses the term
‘private life’, Art. 17 ICCPR speaks of ‘privacy’. The following section shall examine to what extend the provi-
sions in question cover the same individual interests.

The broadness of the term ‘private life’ and its definition have caused some interpretation difficulties
in academia.”” Up until now, the Strasbourg Court has not deemed it necessary to present an exhaustive
definition of the notion of ‘private life’,'®® transforming Art. 8 ECHR into a ‘general charter of individual
autonomy”.'® This has allowed the Court to take a flexible approach in the assessment of the facts in every
individual case.'® Following, however, the Court’s (and earlier the Commission’s) case-law one can narrow
down certain criteria that help in determining the protected interests.

At the heart of the concept is the notion of private space into which no-one is entitled to enter, raising an
aspect of the right to be left alone free from unwelcome interferences' and to conduct one's life ‘in a man-
ner of one's own choosing'.""? Besides the guarantee of private space, the provision comprises protection of
one's personal information. Both the Commission and the Court have affirmed that collection and storage
of personal data concern ‘private life’ and fall within the scope of protection granted by Art. 8 (1) ECHR.'®
Thus, collection of information by officials without the individual’'s consent will interfere with his right to
respect for his private life.""* The same applies for electronic surveillance activities, telephone tapping and
email interception - these infringe upon the private life of the individual as well."> Emphasising that the
scope of private life goes beyond the notion of privacy in the meaning of secrecy, the ECtHR has established
that ‘private’ is not to be read as referring to the question of disclosure or nondisclosure but to ‘the right to
choose certain intimate aspects of one’s life, free of government intrusion’."®

Interestingly, one encounters the same questions of interpretation with regard to the term ‘privacy’ in
Art. 17 ICCPR. Its meaning has not been authoritatively clarified in the General Comments of the Human
Rights Committee or its corresponding case-law."” Privacy, however, has been widely understood as ‘the right
to be left alone'"® and narrowly as a right to control information about one's self."® A useful definition can
be found in joseph, Schultz and Castan,'® which stipulates that privacy encompasses ‘freedom from unwar-
ranted and unreasonable intrusion into activities [..]| belonging to the realm of individual autonomy’.”!
‘Individual autonomy’ on its turn refers to ‘the field of action that does not touch upon the liberty of other’,
where one may withdraw from the eyes of the public to ‘shape one’'s life according to one’s own wishes and
expectations''?? and to strive for self-realization. Individual autonomy also covers action with others and
thus entails a claim to private communication with the respective others. Privacy under Art. 17 ICCPR also
holds guarantees for a right of intimacy, i.e. secrecy from the public of private characteristics, actions or
personal data,' which is of a particular importance for the present study.

The listing of the most commonly encountered components of the ‘right to privacy’ and of ‘the right to
private life’ show that despite the linguistic differences in the two English texts, ‘privacy’ within Art. 17
ICCPR and ‘private life’ under Art. 8 ECHR mean the same thing.'** The fact that practitioners and scholars
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dealing with the normative substance of Art. 17 ICCPR often resort to the findings of the Strasbourg Court
for interpretation helps to affirm the proximity of the two provisions.

2. Correspondence

For the sake of completeness, the highly relevant term ‘correspondence’ will be carefully examined.

Art. 8 (1) ECHR includes an explicit reference to the right to respect for one’s correspondence as an auton-
omous interest, which is often understood as the right to uninterrupted and uncensored communications
with others.”®> Interferences with this right however often affect and overlap with private life interests,
which has led in the praxis to their collective consideration. The ECtHR has based its wiretap judgements
partly on the protection of private life and partly on the right to correspondence, keeping pace with develop-
ments in technology and ascertaining that telephone communication is a form of correspondence.'? To that
effect every means of communication controlled, supervised and/or protected domestically by the state like
postal correspondence is to be qualified as a correspondence in the sense of Art. 8 (1) ECHR.™” The nature of
the operating agency itself is considered irrelevant.'8

Similar to the structure of Art. 8 ECHR, Art. 17 ICCPR also protects individual correspondence as a separate
interest. Here, correspondence is also understood to encompass not only written letters, but all forms of
distance communication, i.e. by telephone, fax, email, etc. The emphasis of the corresponding protection
lies in the secrecy of the communication. Therefore, interceptions, inspections and other forms of secret
surveillance would necessarily affect the very core of this interest.

As Sinha rightfully points out, reports on the NSA program have thus far exposed three substantial ways in
which the US government is possibly infringing the right to privacy under the ICCPR These are: 1) Through
the gathering or examination of emails; 2) Through the recording or interpretation of phone calls; and 3) By
accumulating or reviewing transactional data. The first two fall within the protection framework of corre-
spondence, while the third refers to privacy more generally.'

C. Interference with Privacy Interests

Both Art. 17 (1) ICCPR and Art. 8 (1) ECHR give a good summary of the interests they protect and which,
when interfered with, might lead to violation of the respective provisions. However, what exactly is regarded
as an interference is a different and curious matter, which will be clarified in the following lines.

In their early decisions on secret surveillance activities, the judges of the ECtHR defined the kind of state
interference that deserves the Court'’s attention.'* Laying down a milestone for future references, the Court
established that Art. 8 ECHR is only able to deploy its full protection capacity if the mere existence of legisla-
tion or secret measures is considered an interference. The Court has opted for this approach bearing in mind
that ‘the mere existence of the legislation’ generated a ‘menace of surveillance’ which necessarily affects the
liberty of interaction between users of communication services and hence presents an ‘interference’ by a
public authority with the right to respect for private life and correspondence.”' The Strasbourg judges con-
tinued this line of thoughts in the case of Malone v the UK,? where they reaffirmed their position by hold-
ing that the existence of legislation that allowed the interception of phone calls amounted to infringement
on the applicant’s rights. In Liberty and others v the UK the Court extended its position to general programs
of surveillance as well as targeted wiretapping of private conversations.'*3

As to Art. 17 (1) ICCPR, clarification on what constitutes an ‘interference’ with privacy rights is also
required. However, the line of arguments regarding the decisive interference with the interests protected
by the provision is not as firmly established as in the case of Art. 8 (1) ECHR. A difficulty arises also by the
fact that the rather outdated General Comment 16 on privacy does not provide any conclusive guidance on
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what represents an interference within the meaning of Art. 17 ICCPR. Yet international human rights bod-
ies, including the Committee,"** have opted once again to follow the lead of their European counterpart
and have made it clear that surveillance regulations or practices may interfere with privacy, and that the
mere collection and storage of data—even data that is publicly accessible—may be an ‘interference’ that
falls within the constraints of Article 17.1%5 The voices in the academic literature seem to advocate a similar
approach.”® Volio suggests an even broader reading of Art. 17, which should protect from interferences with
any means of receiving and keeping ideas or information in private.'’

Presently, the ECtHR's argument plays an essential role'*® in Europe and across the Atlantic. It means that
aviolation of privacy rights is supposable even when an individual does not experience a noticeable harm.™®
This discovery is of importance not only in ‘regular’ surveillance cases, but also where collective data process-
ing is at stake and where it is often nearly impossible for individuals to demonstrate that their personal data
was collected or processed.'® The psychological effect of the uncertainty in those circumstances is sufficient
to interfere with the freedom to engage in private behaviour.™!

Bearing this expansive view'* in mind, determining what constitutes an interference with privacy is
a rather rewarding task and would include collection of metadata,'** every form of telecommunication,
including over the Internet,"* GPS tracking’® and audio-visual observations.™® In fact, this approach allows
for the consideration of the entire range of foreign surveillance activities conducted by the NSA, GCHQ and
their allies’ agencies. Interference with Art. 8 ECHR and Art. 17 ICCPR is thus at hand.

D. Legality of the Interference

Ascertaining that foreign surveillance activities as conducted in the present case interfere with the interests
protected by the discussed provisions is not the challenging part in the present contribution. What needs
to be addressed is whether intrusions with the privacy ‘privilege’* of the individual can be justified under
Art. 17 ICCPR and Art. 8 ECHR.

Art. 8 (2) ECHR provides a list of the reasons a government may use to justify an interference with the
right to privacy. This provision permits a public authority to interfere so long as its actions are ‘in accord-
ance with the law’, ‘necessary in a democratic society’ and pursue ‘legitimate aims’. The ‘legitimate aims’
include among others also crime and disorder prevention and protection of the rights of others. Art. 17
ICCPR does not include an explicit constraint clause allowing for restrictions in the interest of public order
or similar ends, providing instead that ‘no one should be subjected to arbitrary or unlawful interference’.
The conjunction ‘arbitrary or unlawful’ reveals that not only unlawful but also arbitrary attacks on privacy
are prohibited.!*®

Both norms and their limitations are rather broadly formulated and have undergone considerable inter-
pretations by the HRC and the ECtHR. In the years of practice the two bodies have aligned their approaches
and have established very similar assessment criteria. These examine in the first place whether the interfer-
ence in question is lawful/in accordance with the law. As a next step they look for the intrusion’s legitimate
aim. Lastly, if a legitimate aim is given, the criterion of proportionality must be satisfied. It should be noted
that in the following, only cases and provisions relevant to foreign surveillance activities shall be considered.

134 Cf. J.RT. and W.G. Party v Canada, no 104/1981, § 8 (c)

135 American Civil Liberties Union, ‘Privacy Rights in the Digital Age: A Proposal for a New General Comment on the Right to Privacy
under Article 17 of the International Covenant on Civil and Political Rights’ (2014) <https://www.aclu.org/sites/default/files/
assets/jus 14-report-iccpr-web-rel 1.pdf>

Cf. Nowak (n 35) 401-402

Volio (n 124) 198

Cf. Paul De Hert and Franziska Boehm, ‘The Rights of Notification after Surveillance is over: Ready for Recognition?' in Digital
Enlightment Yearbook 2012 Jacques Bus, Malcolm Crompton, Mireille Hildebrandt, George Metakides (eds) (10S Press 2012) 24
See Milanovic (n 16) 67
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41 Dudgeon v United Kingdom App no 7525/76 (ECtHR, 22 October 1981) 40-41

Milanovic, (n 16) 66.

Malone v the United Kingdom (n 133) 84

Cf. Liberty and Others v United Kingdom (n 133) 56; Kennedy v United Kingdom App no 26839/05 (ECtHR, 18 May 2010) 118

Uzun v Germany App no 35623/05 (ECtHR, 2 September 2010) 49-53
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Cf. Volio (n 124) 195

Nowak (n 35) 381 para 9

&

13

&

13’

3

13

&

13

<}

14]

S

14,

@

14-

IS

14!

&

14

>

14

3

14

3



118 The Right to Privacy under Fire — Foreign Surveillance under the NSA and the GCHQ
and Its Compatibility with Art. 17 ICCPR and Art. 8 ECHR

1. Prescribed by Law

In order to fulfil this criterion, both Art. 8 (2) ECHR and Art. 17 ICCPR require an authorization under
national law to interfere with privacy interests. Such entitlement must be based on generally accessible
provisions of law proclaimed prior to interference.*® The HRC has made this clear by indicating that the
interference can be justifiable only in the cases actually envisaged by law."*® On the European scene, where
owing to the considerable case law on the matter the criterion’s fundament is quite solidly established, this
approach was first articulated in the case of Klaas and Others v Germany,"' one of the first surveillance cases
of the ECtHR. Although the Court did not find a violation of the applicant’s right to privacy, it identified the
applicable test to determine whether and when secret surveillance activities infringe on a person'’s basic
human rights."”* Accordingly, the law that allows the intrusion has to be clear enough so that concerned
individuals can inform themselves about the applicable terms.>

In Malone,™* where the government of the UK did not operate under a single comprehensive set of rules,
but under common law doctrines, the Court asserted that it was not clear what legal standards applied'®
to regulate the government's activities. On the basis of the case, it further developed the requirements of
accessibility, foreseeability and compatibility with the rule of law and has affirmed them in the subsequent
surveillance cases. A breach of these requirements on the domestic level automatically leads to violations of
international human rights provisions.*® The HRC equally supports this position.'’

When taking a closer look, one discovers in the case-law of the Strasbourg Court and in the communica-
tions decided before the HRC that not all accessibility and foreseeability elements have to be specified in
primary legislation. However, secondary sources could satisfy this requirement ‘only to the admittedly lim-
ited extent to which those concerned were made sufficiently aware of their contents'."® Although both the
ECtHR and the HRC often approach the two requirements as a conjoined matter, an attempt to differentiate
their particular demands shall be made in the following section.

a. Accessibility
The criterion of accessibility aims at transparency™ and mandates that exceptions to Art. 17 ICCPR or Art. 8 (1)
ECHR cannot be secret.'®® Individuals must be given the opportunity to familiarize themselves with the
relevant rules. Against security concerns that more detailed public information about surveillance activities
would jeopardize the efficiency of such operations,’®' the Strasbourg Court applies as a reference the case
of Weber where the German government had incorporated guidelines and limitations in the primary legisla-
tion itself.’®2 The accessibility of the information had clearly not had any adverse effect on the surveillance
activities, ‘strategic monitoring’ or the subsequent uses and sharing of the gathered telecommunications
information with other security agencies. It should also be noted that the Court’s approach does not imply
full data disclosure or exposure of internal regulations applicable in the respective surveillance agencies. It
simply establishes a certain level of accessibility that should be maintained.'®?

The authority for the PRISM program appears to derive from the FISA Amendments Act of 2008 (‘FAA’),
which includes a regulation for the premeditated targeting of communications from ‘foreign nationals
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believed to be not on U.S. soil."™® The Act explicitly amended FISA'®® allowing the government an easier and a
less strict surveillance conduct under the FISA framework. Section 702 allows the Attorney General together
with the Director of National Intelligence to authorize targeting of ‘persons reasonably believed to be located
outside the United States’, but does not allow to ‘target’ U.S. citizens. Once authorized, the information
gathering may continue up to one year and permits different intelligence agencies to share the obtained
information among them."® As for Boundless Informant, as of this writing, the legal grounds are not clear
and appear to follow a praxis of warrantless monitoring.

In the UK, surveillance of communications comes under two separate law regimes. Interception of content
is authorised for three or six months (depending on the purpose) by a warrant specifying an individual or
premises from the Secretary of State under Part [ Chapter 1 of the Regulation of Investigatory Powers Act
2000 (‘RIPA’). Access to metadata is regulated under Part I Chapter 2 of RIPA, with a large number of govern-
ment agencies able to self-authorise access to some of this data.’’

As an act of Congress and a statutory law, the FAA has been published in the United States Code.'*® RIPA
on its turn is an act of the UK parliament, which has been implemented by the responsible administrative
department.’ It appears that the requirement of publicity is adhered to and the pieces of legislation in
question are not kept secret. A certain level of accessibility can be thus affirmed. This appears from the
Guardian reports and statements of the Chair of the ISC."7°

b. Foreseeability

The person concerned should be able to foresee the consequences following from the applicable piece of
legislation for him. Thus, one important function of this requirement is to make the intrusion ‘predictable’.”!
As Nardell puts it, when the citizen with whose rights the State interferes asks ‘Why me?’, he should be able
to find an answer in the available legal arrangements that allowed the surveillance in the first place.””

To achieve this aim, national law must be ‘sufficiently clear as to the circumstances in which and the
conditions on which public authorities are empowered to resort to this secret and potentially dangerous
interference with the right to respect for private life and correspondence’.’”® Also the procedures applicable
in the 'examining, using and storing of intercepted material should be set out in a form which is open to
public scrutiny and knowledge'."™ This should enable every individual to determine which public authori-
ties, mechanisms, or private individuals oversee or control their files.””> However, the requirement of fore-
seeability does not provide that individuals should be able to anticipate when authorities are likely to adopt
surveillance measures targeting them so that they can adapt their behaviour accordingly."”

Applying these criteria to the RIPA and to the US Act in question means that both acts should be particu-
larly precise in derogating from Art. 8 (1) ECHR or Art. 17 ICCPR. Section 8 (4) RIPA stipulates that intercep-
tion warrants do not have to specify a person or premises if it refers to the wiretapping of communications
outside of the UK and if an authorizing certificate has been issued by a Secretary of State that also describes

164 FISA Amendments Act of 2008, H.R. 6304, 110th Cong. (2008) <https://www.govtrack.us/ congress/bills/110/hr6304/text>;
Ewen McAskill, ‘NSA Paid Millions to Cover Prism Compliance Costs for Tech Companies’ The Guardian (22 August 2013) <http://
www.theguardian.com/world/2013/aug/23/nsa-prism-costs-tech-companies-paid>

The Foreign Intelligence Surveillance Act of 1978 (FISA) was intended to curtail the NSA's ability to use its capabilities against
Americans. It was passed as part of a backlash against one of the biggest controversies of that era: the unlawful surveillance by
the intelligence agencies of US political activists, trade union leaders and civil rights leaders. FISA's task is to authorize the use of
electronic surveillance methods against individuals who qualify as ‘agents of foreign power’

ibid para 206, 203

2012 Annual Report of the Interception of Communications Commissioner (“IB1/4/pp.851-920"); Cf. Brown (n 22)

Cf. the official publication of the Act at <http://www.gpo.gov/fdsys/browse/collection.action?collection Code=PLAW>

See the enactment of RIPA, available at the UK Statute Law Database, < http://www.legislation.gov.uk/ ukpga/2000/23/contents>
Sir Malcolm Rifkind, ISC Chair: ‘No, I didn't know it, nor would [ have expected to any more than [ would any other country’s pro-
cess..’, Frontline Club Debate ‘The Trade Off: Indiviual Privacy and National Security’ Frontline Club London (London, 9 July 2013)
<http://www.frontlineclub.com /the-trade-off-individual-privacy-and-national-security/>; ‘GCHQ taps fibre-optic cables for secret
access to world’'s communications' The Guardian (21 June 2013) <http://www.theguardian.com/uk/2013/jun/21/gchg-cables-
secret-world-communications-nsa>
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Hert (eds) Data Protection in a Profiled World (Springer 2012) 46
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the classes of material to be examined. This appears to be the approach by which the UK Government
authorises the GCHQ to undertake automated Tempora-searches of communications that originate or termi-
nate outside the British Isles. Consequently, RIPA’s individual scope becomes rather deliberately unpredict-
able and indiscriminate. It does not concern a specific interference in a particular case, but rather constant
and continued private life interferences, ignoring the case-by-case approach developed by the HR bodies.

The NSA framework on its turn does not require an individualized court order in order to collect informa-
tion on a suspected overseas target.””” Any foreign national outside the US can be a surveillance target under
Section 702 of the FAA as long as the government’s purpose is to obtain foreign intelligence."”® An indi-
vidual cannot, however, consult either the RIPA or the FAA for further criteria or clarification of the terms — a
reasonable belief of being outside the US is already enough to trigger a one-year spying authorization.”” In
addition, the provisions in question do not indicate which authorities may access and control the targets’
files — i.e. RIPA plainly provides a long list of public bodies permitted to use the information without defin-
ing on what ground and under what circumstances. They are thus not making the surveillance process more
foreseeable, for the only foreseeable case is that no one can be sure of being exempted.

c. Compatible with the rule of law

Lastly, the law at stake itself must be compatible with the rule of law. This implies that domestic law must
be able to provide effective means of legal redress against arbitrary or incongruous interference by public
authorities. In this regard both the HRC and the ECtHR endorse the crucial need for independent, especially
judicial supervision of approved surveillance measures.'® In Ekimdziev the Court found that the Bulgarian
law did not provide any independent means of review of the intelligence agency’s activities after the initial
authorization stage.'®! It thus failed to provide adequate guarantees against the risk of abuse.'® The Court
has come to a similar conclusion in the case of Liberty, where the executive enjoyed unconstrained discre-
tion while processing surveillance data.'®® The Committee has confirmed this approach especially in the
cases of telephone tapping and postal interception.™ Volio also sees the need for an order from competent
judicial authorities, in accordance with the law and procedures in force, mandated by the constitutional
organs empowered to do so, and in accordance with constitutional and statutory norms.'

The illustrated case-law raises the bar at a reasonable level and requires the existence of a defence option
for the targeted individuals. Thus the crucial question is whether foreigners enjoy some kind of rights in the
monitoring process under the provision that authorized the surveillance. With regard to the GCHQ's activi-
ties, its actions outside the UK are exempt from civil and criminal liability under UK law if done pursuant to
an authorization of the Secretary of State under section 7 of the Intelligence Services Act of 1994. Similarly,
the protections envisioned in section 16 of RIPA which refer to material obtained under a warrant of gen-
eral section 8 (4) RIPA apply only to individuals located in the British Isles at the time of the interception. It
would therefore offer no protection in the present case of foreign surveillance concerns, other than to limit
the period of surveillance to a maximum of six months.

With regard to the NSA, although the early adoption of FISA has brought in motion also a special court —
the Foreign Intelligence Surveillance Court (‘FISC') — FISA's protection and thus abuse prevention under
the FAA is quite loose.'® FISC's role is limited to reviewing the selection process and extenuation proce-
dures that the Attorney General and the Director of National Intelligence employ to determine intelligence
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targets.'®” An actual supervision during the implementation of the warrants is not officially provided for. The
NSA is also overseen by Congress. But the gaps in this oversight frame have become clearer over the past
few months, with many members of Congress directly objecting to Obama’s persistent claim that they have
signed off surveillance mandates, and insisting they had been totally unaware of the surveillance activities’
extent.'s®

Finally, a curious addition to the debate is the report on the blog of the Wall Street Journal, which revealed
that on several occasions NSA officers employed the agency’s technical capacities to spy on their love inter-
ests.”® The report did not present an exact number of the incidents — now known in the media as ‘LOVEINT’,
but they all seem to have concerned overseas communications.” The occurrence of the mentioned incidents
is a further sign of the lack of independent overview and of the urgent necessity to create such oversight.

It is important to note that these considerations relate only to the information available to the public at
the moment. Accordingly, the analysis above does not claim to be exclusive, nor complete. It aims rather at
showing that the already known but vague and broad statutory basis for surveillance is not sufficient, and
based on what is exposed so far, incompatible with the rule of law.”®' However, although these findings are
not at all unproblematic, since the present contribution does not aim at providing an in-depth analysis of
the provisions’ constitutionality under the respective national regimes, the remaining requirements ‘legiti-
mate aim’ and ‘necessity’/'non-arbitrariness’ shall be considered for the sake of the argument as well.

2. Legitimate Aim
Only those aims listed under the provisions can be invoked by states, but the aims are couched in broad
terms.”? Whether invoking ‘national security’, ‘the prevention of disorder or crime’, or ‘prevention of a
breach of the peace’, the present criterion has been rather easily satisfied. The case-law on record confirms
this by showing that states have nearly always managed to convince the Court and the HRC that they were
acting for a proper legitimate purpose.”® Thus, the Human Rights bodies rarely challenge the aim referred
to by states.™

However, the Court has established that employing secret surveillance in the fight against terrorism
and espionage for the sake of national security may undermine or even destroy democracy.”®> Therefore it
requires adequate and effective safeguards against abuse.'*

3. Necessity

Let's assume for the sake of the argument that the interferences with privacy caused by foreign surveillance
activities have passed all prior tests. Even so, they still must be subjected to the final control criteria of ‘non-
arbitrariness’ and ‘necessary in a democratic society’.

Already in the early cases of secret surveillance measures, the Commission and the Court in Strasbourg
questioned not only whether the monitoring activities were executed in the name of national security, but
also demanded that such activities fulfil the requirements of necessity.”” In essence, the inquiry is twofold —
it requires a finding of proportionality'®® while paying due regard to the precise circumstances of the given
case, including ‘the nature, scope and duration of the measures, the grounds required for ordering them,
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the authorities competent to authorise, carry out and supervise them and the kind of remedy provided by
the national law’.2%

The HRC has also followed this approach, indicating that a precise balance of the circumstances in the
given case must be observed by paying regard to the principle of proportionality.?**' The Committee has
further developed this line of thought in Canepa v Canada, where it established that ‘arbitrariness extends to
the reasonableness of the interference with the person’s right under Art. 17 ICCPR and its compatibility with
the purposes, aims and objectives of the Covenant'.?*2 These criteria make it clear that privacy interferences
by surveillance measures should represent the exception and not the rule in a democratic society.

a. Proportionality

When assessing the necessity of a state’s conduct, the notion of proportionality is to be considered first. Even
though proportionality is not explicitly mentioned in Art. 8 (2) ECHR, it is one of the main requirements
that the Court considers when assessing private life intrusions.?’® In certain cases it even constitutes the
final test in the Court’s reasoning and its decisive point.?** From a more empirical perspective, the very core
of proportionality requires a balance of the compelling rights and interests.?% States implementing foreign
surveillance have thus the difficult task to balance between the protections of their citizens against terrorist
threats while preserving also the fundamental rights of those persons suspected of terrorist activities.?® In
this regard the Court has granted state parties a margin of appreciation with regard to the actual imple-
mentation of security measures.?”” However, the implementation of the same margin of appreciation has
often been scrutinized by the Court and is applied in the context of Art. 8 ECHR like a squeezebox device to
which the proportionality principle adapts accordingly.?®® L.e. in Peck the Court stipulated that the margin of
appreciation enjoyed by national authorities in the exercise of surveillance powers depends on the nature
and seriousness of the interest at stake and the gravity of the interference.?* In Leander v Sweden the ECtHR
also emphasized that the scope of a state’s margin of appreciation is related also to the particular nature of
the interference involved.?

Now, let us apply this approach to the present scenario of foreign surveillance activities. The interference
in question is the bulk data collection by the NSA programs and the respective GCHQ's practices. As was
described earlier, their particular nature is quite broad, gathering indiscriminately all the communications,
metadata and other raw material available in the intercepted fibre-optic cables, computers and servers. Such
surveillance practices aim at collecting ‘all the signals all the time'?'! and threaten the very core of the HR to
privacy as stipulated in Art. 8 ECHR and Art. 17 ICCPR. The state’s justification for conducting programs like
PRISM, Boundless Informant or Tempora is combating sophisticated forms of terrorism and other serious
national security treats, which already in the case Klass v Germany were affirmed as a sufficient reason for
the resort to ‘secret surveillance of subversive elements’.2*

Thus, it would appear that presently states enjoy a rather broad margin of appreciation, which should
be considered when assessing the proportionality between the grave interference with the fundamental
human right of privacy and the measures states adopt to antagonize serious national threats.

It cannot be denied that, as a response to sophisticated terrorist threats, states need to adopt sophisticated
and innovative strategies to combat these threats. This is especially so with regard to the fact that dealing
with terrorists means developing capacities to prevent attacks before they even happen. Although some
voices in academia argue that terrorists can be dealt with by the existing bodies and procedures like other
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criminals®® their approach does not seem convincing in the counter-terrorism context. Law enforcement
understands the penalisation for an offence as a deterrent against future crimes. However this traditional
concept would hardly have the expected effect on terrorists - there is little ground for the assumption that
those willing to commit suicide during their attack can be influenced at all; such people have nothing
to lose. In other words, there appear to be some solid arguments as to why combating terrorism justifies
additional and, above all, different security means than those used in dealing with ‘regular’ criminals on the
domestic and international level.?™ These arguments do not justify any particular security means or foreign
surveillance systems per se but, rather, support the view that public safety measures adapted or specially
created to meet this threat are needed.

Now, let us apply this insight in the present surveillance context and in consideration of the available
jurisprudence on the topic. The collected personal data is a powerful instrument in the hands of the secu-
rity agencies, allowing them to look for evidence of serious threats. According to the leaked sources, the
gathered intelligence has helped more than once to detect new techniques employed by terrorists to avoid
security checks and to identify terrorists planning atrocities.?’ The data has also been employed to combat
child exploitation networks and in matters of cyber defence.?"® And up until now even broad pieces of
surveillance legislation have been understood as compatible and proportionate with the state’s HR obliga-
tions. This approach is clearly stipulated in the case of Weber in which the Strasbourg judges concluded
that a German law in question did not violate Art. 8 ECHR for the law was limited to cases in which there
were factual indicators for suspecting persons of planning, committing or having committed certain serious
criminal acts. However, in Weber just a small percent of telecommunications were potentially intercepted
and the surveillance was restrained to a precise number of specified countries.””” The Court was thus per-
fectly clear in stating that ‘exploratory’ or ‘general’ surveillance practices are not permitted by the contested
legislation.?® In other words, ‘personal data collected for one specific purpose (i.e. countering terror threats)
can only be used for another specific purpose (i.e. investigating actual offences) if the data could have been
independently collected for that second purpose’.?”® No law enforcement agency should ever collect per-
sonal data ‘just in case’.?*

These points are clearly problematic in the vast (and until Snowden's revelations unimagined) scale of the
NSA/GCHQ operations. So far, there are no precise criteria (i.e. for activities or offences that require specific
attention by the authorities) on the basis of which surveillance may be conducted. The same applies for the
duration of the surveillance, which under the Tempora, Boundless Informant and PRISM programme effec-
tively collects data on an on-going basis. Also important in terms of the ICCPR and the ECHR is the fact that
the NSA and GCHQ reportedly have direct access to the programme data of each other, for purposes going
far beyond those that have been accepted by the ECtHR to justify the intrusiveness of ‘strategic’ surveillance
systems.?!

In light of the above-mentioned situation, limitless surveillance as in the present case is clearly out of pro-
portion. The mere statement provided by the authorities that ‘those of us who pose no threat of terrorism
and do not inadvertently consort with possible terrorists should not worry that the government will track
our phone or internet exchanges or that our privacy will be otherwise infringed’,??? appears out of place and
neglects the core of the present issue. Where data collection takes place, individuals around the globe have
to worry on an on-going basis that their communications or communications data may at some point lead
to false incrimination, or (as it has already been the case) to public or private misuse of the data. Those who
have reasons to be apprehensive of the data collected on them would aspire to behave as unsuspiciously as
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possible or even refrain from communicating altogether.??* Further, foreign surveillance activities and data
retention can have an adverse effect on political activities, which would seriously impact the operation of
our democratic states and thus our society.??* It is thus clear that a balance between the conflicting rights and
interests must be kept, rather than presuming that one always overtrumps the other.??> The common good
cannot be always legitimately emphasized over considerations of individual rights and personal autonomy.

Presently, there is a significant imbalance between the likely benefit of the surveillance activities and the
data obtained through it, and their negative impacts, both on individuals and on society as a whole. Foreign
surveillance as presently implemented by the NSA and the GCHQ is a disproportionate restriction of the
privacy rights under Art. 8 ECHR and Art. 17 ICCPR.

b. Existing Safeguards

However, before making general conclusions on the NSA/GCHQ surveillance activities the available safe-
guards should be taken into consideration as well. This is presently of importance, for only in the cases where
the ECtHR has contented itself with the existing legal safeguards, has it ruled out a violation of Art. §(1)
ECHR. Thus, following its lead, after examining the proportionality of foreign surveillance measures, a holis-
tic overall assessment of the existing safeguards against abuse must be made. Such adequate and effective
safeguards are required regardless of the monitoring system'’s structure??® and should be set out in statu-
tory law.2?” Further, following the notion of proportionality, the required remedy must be tailored to the
legitimacy of the state’s power to interfere with the right rather than the right of the individual.??® The same
remedy must be available to anyone with an arguable claim.

In the present case, the available safeguards raise some serious doubts. Some of the problems are already
briefly introduced above;**® some will be addressed for the first time.

To begin with, a large part of the applicable terms is hidden from public view, making it impossible to
ascertain whether the existing safeguards achieve their aim. Also, it is difficult to see how this situation is
compatible with the UK's or the US’ obligations to protect the privacy of those under their jurisdiction.

The available procedures, although considered an improvement?* especially with regard to some of the
points defeated by the ECtHR in the UK-related cases, do not bear up the necessary protective threshold
required in extraterritorial surveillance procedures. In view of the collected data, there are no known clear
rules limiting its use and disclosure or its sharing with other intelligence agencies, including the agencies of
the other ‘Five Eyes’ states. So far, there are also no known provisions that ensure that collected data is not
unduly retained when it is no longer needed or relevant. In this regard, both intelligence agencies have been
reluctant to provide the public with more details on the matter. Whether the data is actually deleted after
the period of two or five years cannot be ascertained and the agencies’ argument they would not have the
technical capacities to keep it after this time frame is simply not plausible anymore.

Further, because the online services of the private companies cooperating with the NSA are popular glob-
ally, and are covered by US law, their users worldwide can expect their personal data to be open to inspection
by the NSA with no expectation of legal protection, if the person is outside the US.?*' More controversially,
the FAA of 2008 conferred retroactive immunity to telecom companies that had been forwarding data to the
NSA without the involvement of the FISC.2*2 The law requires annual reports from the Attorney General and
the Director of the National Intelligence to the FISC, which has the last word on approving the government's
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surveillance provisions and its targeting of foreigners outside the US.?*3 However, the same regulation gives
the Director of National Intelligence and the Attorney General joint power to issue extensive, yearlong war-
rants for targeting foreign individuals or groups,?** obviating the FISC's warrant approval.

Walton wrote that the ‘government has compounded its noncompliance with the court’s orders by repeat-
edly submitting inaccurate descriptions of the alert list process’, and that ‘It has finally come to light that
the FISC's authorizations of this vast collection program have been premised on a flawed depiction of how
the NSA uses’ the phone call data.?*

Further, there are no real safeguards against abuse, with the current oversight regimes having been shown
to be unable to check the growth of NSA or GCHQ employees and contractors who use the monitoring
systems to spy on and control their own personal affairs. Frequent over-collection of data by government
officials is also a common phenomenon.?%*

Stone particularly points out the vagueness of the grounds for some of the surveillance procedures and
the lack of independent supervision®*’ - these policies and procedures are not published and not subjected
to Parliamentary or public democratic scrutiny. For some of the specific targeted surveillance measures con-
ducted by the GCHQ there is no involvement of the Surveillance Commissioners.?*®* GCHQ's compliance with
the certificates is subjected to the agency’s own oversight and the results of those audits are confidential as
well. Also, although an individual (at least one being on UK soil) willing to file a complaint can turn to the
Tribunal established under RIPA 2000, another route for remedy is not foreseen and the work of the RIPA
Tribunal itself is not under scrutiny by any other institution. However, the complaint before the Tribunal
concerns only search operations or targeted surveillance activities. The generalised warranting process that
authorizes the Tempora programme does not qualify as such.

At the very least, more information about how the governments execute the programs is needed.

These technologies have the potential to enable small groups of people to restrict the freedom and to
control the perception of a great numbers of individuals.?** The first signals that during the last presidential
campaign Barak Obama has used surveillance technology to reconstruct the behaviour of potential voters
in order to comprehend and address their values in his designations are already public. While catching up
on the political program of a candidate running for office is the fair choice of the electorate and a demo-
cratic right, this is certainly not the case when the same candidate manipulates you by monitoring your
activities and tracking your interests. The storage and use of large amounts of intelligence (including com-
munications’ metadata) can and already greatly impacts the relationships between governments and their
citizens.?* Information can (and does) provide and facilitate power.?*!

The findings illustrated above bring some serious doubts with regards to the legality of the NSA/GCHQ
surveillance programs. The present analysis has highlighted a number of ways in which the foreign surveil-
lance programs seem both unlawful and arbitrary and accordingly out of proportion to the privacy rights
they interfere with. Although additional and more concrete information is further needed to present this
complicated argument in bullet-proved manner, at a minimum we face the frightening prospects that the
US-UK surveillance ensemble is systematically and massively violating the human right to privacy under Art. 8
ECHR and Art. 17 ICCPR. These interferences further suggest that the surveillance legal framework both in
Europe and across the Atlantic needs urgent and substantial revision in order to be brought in line with the
demands of the ECHR and the ICCPR. Whilst the tensions described above cannot be simply eradicated, they
can be managed sufficiently through oversight mechanisms that do permit public scrutiny.
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lll. Outlook
A. Additional Safeguards

Based on what has been disclosed and analysed so far, the surveillance practices of the NSA and GCHQ
require the urgent development of new procedural obligations in order to secure online and communica-
tion privacy from state intrusions. Many voices in academia, aware of what is at stake, advocate in their
recent contributions similar reforms or improvements and address the need for transparency on the domes-
tic level in the first place.

The frameworks of collection and access to personal data must be transparent. In the area of law enforce-
ment, data protocols should be mandatory and available to those whose information is processed.?*? The
records of the data should be kept only within the period established by law and the individuals concerned
should have the opportunity to verify, if needed, that no data concerning them is available in the respective
system.

As for intelligence gathering, there must be similar transparency of data access for public security, unless
transparency presents a danger for the public safety.>** This immediately leads us to the next safeguard matter —
what authority should decide on the issues of public safety and whether these trump the public’s right
to access the information? What has become clear from the present case study is that the available legal
framework has failed to provide for an independent body of experts that monitors the agencies’ activities.
The determination of a situation as a danger for the public’s safety should therefore be made by an author-
ity that is independent from the executive.?** The executive should not be able to control the dissemination
of access orders for the simple fact that this would otherwise allow for selective disclosure to distort the
public’s understanding of the government's behaviour, or for at least a quite obvious temptation for the
government to control the disclosure process of its activities.?*

More consideration should be also given to civic bodies and the enhancement of their role. As a separate
authority, they are not part of the government but the independent civilian board could help oversight
the implementation of the surveillance programs by conducting regular reviews of the projects and their
authorization. The board would present reports on regular basis that would verify whether or not state agen-
cies have gathered data for political reasons instead of pursuing security concerns and other legitimate legal
goals. However, since revealing intelligence objectives and related information is a rather sensitive issue that
needs a precise preparation before it can be simply published in a report, instead of exposing detailed case
studies, the civilian review board could provide its investigation in the form of statistics.

A further strengthening of the public participation could be introduced through the appointment of
public advocates to the FISC and the RIPA Tribunal proceedings that would represent the interests of both
US/UK persons and non-nationals located abroad. A public advocate would strengthen the proceedings
by ensuring that the respective judicial bodies receive the arguments of the other side as well. This would
be a valuable tool to promote confidence in the legitimacy of the surveillance programs by showing at the
national and international level that individual's concerns are heard and considered. Such an approach
could also serve as an ex ante check on the governments, encouraging them to adopt those criteria that
could withstand subsequent scrutiny and criticism. In his speech in January this year, President Obama con-
sidered a similar approach by proposing a panel of independent lawyers who could participate in important
FISC cases. However, further institutionalization of this role would be crucial in order to establish a body
that does not only keep up the appearances and silences the disputants. A public advocate should scrutinize
and when necessary challenge the NSA's or the GCHQ's targeting criteria on a regular basis.?*

A further point for consideration is the behaviour of government officials. The legal framework author-
izing the surveillance must provide for personal and general liability in the case of over — reaching®” and
abusive exploitation of the intelligence programs. Further, when a senior government functionary admits to
cheating a public oversight body, the failure to sanction the latter transmits a powerful message of tolerance
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for wrongful intrusions into ordinary people’s lives and abusive state actions.?*® In this context, i.e. internal
disciplinary measures as in the case of ‘LOVEINT' are clearly not sufficient to discourage the misuse of the
data surveillance personnel has access to.

However, the question of the framework’s transparency and its capacity of providing effective legal safe-
guards concerns the international institutions as well. A strong example has been given by the eagerness of
the ECtHR to adapt Art. 8 ECHR to new security threats and technological challenges. It can only be hoped
that the Court shall deliver a further benchmark in the case of Big Brother v the UK that would provide the
necessary guidance for the future assessment of surveillance programs implemented by the GCHQ, the NSA
or other intelligence agencies. As for the ICCPR, the HRC should not further postpone considering Art. 17
ICCPR in the new surveillance context. Right now General Comment 16 on the right of privacy, which is not
longer than two pages and over twenty-five years old, is an outdated tool that lacks important details, and
does not refer to surveillance practices that are widely employed around the world today.>* If the right to
privacy is to be preserved, not only the law but also its institutions must respond correspondingly. Right
now, some affirmative guidance from the Committee is essential for the settlement of the limits on foreign
surveillance. Otherwise, it becomes much easier for states to ignore their human rights responsibility when
they can claim obscurity of the applicable law.

B. Conclusion

In the first place, after setting the scene and illustrating the problems of foreign surveillance, this con-
tribution illustrated the gaps in the argumentation of the US government concerning the extraterritorial
applicability of the ICCPR. While the US position conveniently matches their surveillance behaviour outside
the national borders, it relies on dubious interpretation of discussions during the drafting phase of the
Covenant. The US position regarding Art. 2 (1) ICCPR is thus not tenable under international law. This find-
ing is of a great value for the present investigation because it affirmed the applicability of the existing legal
framework and allowed for the submission of the NSA activities under the ICCPR. The use of human rights
as a regulatory framework makes sense precisely because of the fact that surveillance measures are now
deployed against masses of ordinary people both at home and abroad, rather than simply against the agents
of foreign governments who could otherwise be left to their own devices.?*° State parties to the human
rights treaties neglecting their applicability on foreign surveillance activities will not be able to sustain their
positions in the long term. This has become clear especially by the fact that both the HRC and the ECtHR
have already developed some valuable criteria for the assessment of state surveillance measures, which are
not easy to omit.

Further, with regard to the interests protected under Art. 8 ECHR and Art. 17 ICCPR, the present contribu-
tion has come to the conclusion that the surveillance activities conducted by the NSA and the GCHQ pose a
serious threat to and interfere with the individual's privacy rights.

These programmes involve countless interferences with privacy rights. These interferences come partly
conditioned by states’ responses to terrorist threats. They feel urged to take drastic actions, even if this
implies a deviation from their usual human rights obligations applicable in ‘ordinary’ times.>' Yet, regula-
tions established under a state of emergency in order to address momentary threats must remain within
the legal framework and not undermine fundamental democratic values. Meanwhile, the ‘war on terror’ has
been going on for more than thirteen years with no end in sight, and it is now clear that the threat of terror-
ism is still very real.?> Thus, although undeniably more then serious national interests are at stake, the cur-
rent surveillance practice should be redesigned and founded on legitimate grounds in accordance with the
respective national laws and international law. For the law authorizing the NSA or GCHQ's programs ignores
various safeguarding requirements as indicated under Art. 8 (2) ECHR and Art. 17 (1) ICCPR. A measure of
surveillance is not ‘necessary in a democratic society’ unless shown to respond to a ‘pressing social need’,
supported by ‘relevant and sufficient reasons’. No ‘special’ or beneficiary rules can or should be used in order
to authorize foreign surveillance measures.
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What does this all mean? It implies that our society is developing in a profoundly undemocratic way.?**
And we have already seen that these surveillance practices have managed to create a new sense of ‘urgency
in defence of privacy’,*>* a sense of fear and distrust, doubting our next-door neighbours instead of uniting
our efforts in a democratic and legitimate way. What we need to keep in mind is that ‘few things would pro-
vide a more gratifying victory to the terrorist than for our countries to undermine their traditional freedoms
in the very process of countering the enemies of those freedoms.’”*> Otherwise we are indeed just giving
up freedom without gaining more security in return.?® This is why further reforms are essential in order to
remove the already existing barriers between the US, the UK and the rest of the world. In this regard, it is
important to note that this contribution’s argument did not aim at persuading the reader that the surveil-
lance practices should be cancelled per se, or that foreign surveillance is ineffective or unjustifiable. Rather,
it attempted to draw the attention to the need to focus on the source of danger and that intelligence agen-
cies should operate in accordance with basic concepts of the rule of law.?*”
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